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1. Introduction

The objective of this project is to build a compleplatform that allows spontaneous
collaboration in mobile ad-hoc networks (MANETS)dn easy and flexible way. However,
developing applications specially targeted for MAT¢HS not a trivial task. Devices’ limited
resources together with dynamic and multihop netwaresent a serious challenge which
applications must face. In these terms, it seenasomable that middleware for ad hoc
networks will highly help in reducing the complaxiof MANET application development.
Middleware approaches provide high level servicdsctv application can use in order to
construct more complex and flexible applications.

It is known that, due to MANET characteristics, rihés not a unique middleware solution that
copes with all needed requirements. Several aridrdiit challenges arise when facing these
requirements. In first place, efficient use of na®ses, such as memory, bandwidth and
computational power, is needed. System scalaliitgomes crucial when a great amount of
members join the network and try to intercommurdc&ther issues like quality of service,

devices’ heterogeneity and security may also besidened when creating a middleware for
ad hoc networks. Therefore, it seems that requinésnmay vary depending on the selected
scenario for ad hoc networks.

Regarding mobile communication, during the last fgears the reduction of the cost of
portable devices has implied a growing utilizat@fmmobile phones, handheld game consoles
and pocket computers. In consequence, a new raingppartunities arise for collaborative
working environments. However, bringing the feasuoé collaborative systems to the mobile
ad-hoc (MANET) scenario is not trivial. AlthougleRibility and low cost establishment make
these networks attractive for spontaneous colldlmra several management and
communication problems emerge when traditionalatmration systems are moved towards
the MANET environment. Topology awareness, nodeadyicity, lack of central servers and
scarce resources are new elements that changeattifonal rules in collaborative working
environments.

Communication functionalities stand as one of thestrimportant constraints since one-to-
one and group communication are the key on whicHalorative applications rely.

Collaborative applications frequently need chatmepfile sharing and e-mail messaging so
synchronous and asynchronous message delivery saenessary. Since using TCP as
transport protocol seems to be ineffective in MANEIlIighter approaches using UDP seem to
be the most suitable solution. However, these agfitins may need a reliable communication
channel in order to ensure high packet delivensidies, although it is usually not mentioned,
an ordered channel is also necessary for delivepackets for most applications. Even
though these assumptions may be too costly foelgrqups, this project’s scope is restricted
to small, medium-sized groups, so providing theseds is feasible. We should not forget that
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communication efficiency plays a fundamental roleMANET communication due to the
multihop nature of the network. Achieving efficiegtoup communication is one of the
foundations of collaborative applications. On ththes hand, group membership and
management are also necessary in developing gnwapea collaborative application.
Notification of online and joining/leaving membaéassuseful for most collaboration systems,
which usually user membership information to perfaollective activities.

Regarding issues other than collaboration requirdsyemiddleware approaches should be
easy to deploy, extend and use. Usability and eafsepplication development turn
middleware in a powerful tool to develop end-usgplecations. Current approaches tend to
offer a restricted set of functionalities: publsimessage under a certain topic, share a file or
retrieve information by using pattern-matching. 3édunctionalities are in fact useful but
may not be sufficient in order to develop more ctaxgVMIANET applications in a fast and
straightforward manner.

Taking all these considerations into account, thenndirections we will take under the
development of this project are the following:

= The construction of a collaboration middleware pded with a full set of
communication mechanisms and membership information

= The development of a plug-in framework which betsefiom middleware services in
order to build final applications in a rapid anthple manner.

= The utilization of an application level multicagL(M) protocol designed to enhance
communication performance, which avoids using &i§igdMANET multicast.

With all these components, we state that AGORArsffe new ready-to-deploy solution for

developing collaborative applications for MANETsan easy and straightforward way. Since
it is not restricted to offering just a single deevlike file-sharing or probabilistic multicast

delivery, developers can use a full set of fundldies which fit the needs of each

application.

As we will see hereafter, the collaboration middiesv provides synchronous and reliable
communication: communication channels, naming auabliph/subscribe services. Besides,
the topology-aware multicast protocol takes carenofimizing global communication, while
the plug-in framework is in charge of reducing dggtion development complexity.
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1.1. BACKGROUND: MOBILE AD-HOC NETWORKS AND COLLABORATIVE
ENVIRONMENTS

Mobile Ad Hoc networks (MANETS) are formed by hetgeneous devices that communicate
without any existing infrastructure. Ease of depheynt and decentralized administration have
turned MANETs in an attractive scenario for builglidifferent kind of applications like
management in emergency/disaster situations, faltlecoordination and many others.
Among these, collaborative working environments @Wace a promising future due to
proliferation of handheld and mobile devices togethith the need of overcoming the
limitations of current collaboration schemes. Déraization, self-adjusting necessities and
dynamic behavior must meet in order to achievecieffit collaboration mechanisms in the
MANET environment.

On one hand, we must consider that mobile ad-howarks are tied to several restrictions.
The principal is due to the multi-hop concept. Thgans that each node will act as a
sender/receiver but also as a packet router. Now@gsbe needed to do so, since transmission
range is limited, and two nodes located far awaynfreach other may have on common
neighbor that acts as a “bridge” between them.Heurbore, this topology, or form of the
network, may vary with the movement of the mobiteles. The other concept apart from the
mobile one is the ad-hoc nature of the network. NEAN do not need any previous
infrastructure, i.e. access points, wired commuioos, etc. Nodes are just ready to
communicate by having a wireless interface, as bsthey stay in wireless range.

On the other side, collaboration scenarios areatitarized by having a moderate number of
nodes located in a small area. Normally, they acated in a room or in a large hall, where
some of them may remain static for long periodsroé. Some nodes may change its location
from time to time in order to interact with othexigting groups. However, most
communication is performed in well-defined areabewe nodes are located at most two or
three hops from the most distant node. Besidest suenarios and especially collaborative
working environments depend highly on group comroation. One-to-one and one-to-many
communication primitives are essential for the depment of these applications. In the past
years, several alternatives for group communicaitioMANETs have been studied, such as
broadcast, multicast, and even geocast. From thasdidates, multicast seems the most
suitable solution since it makes no assumptionsiathevices’ location and, at the same time,
is more efficient than message broadcasting fort swenarios.

There are two existing approaches for multicastsags delivery. In first place, most of the
proposed multicast protocols like MAODV or ODMRPIIdav network layer approaches.
These protocols tackle bandwidth, quality of sesviand other issues for multicast
communication. However, none of these protocols ehawature and widely tested
implementations. The second alternative for engbiitulticast communication is application
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layer multicast (overlay multicast) in which muligt packets are encapsulated in unicast
datagrams and delivered to all group members. pliggition multicast only group members
need to keep state information. Moreover, applicatlayer multicast provides ease of
deployment as well as capability of hiding undertylink errors. Hence, an overlay multicast
protocol could be easily adapted to collaboratipgli@ations requirements.
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2. Analysis and related work

Previous to the design and implementation procgeshave identified the services that each
of the main components of the system should offée. will explain briefly and evaluate
current features from existing MANET middleware eggrhes: group management,
membership and other communication paradigms, begewith application level multicast
for ad-hoc networks.

Once these requirements have been analyzed, we dtadeed which of these needs are
already solved by the existing approaches fourttériterature.
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2.1. SYSTEM REQUIREMENTS

The following paragraphs detail all system requigats. We must consider that not all
requirements are exactly as difficult to accomplsid some of them may be grouped into
more complex requirements. As explained in theothiction, we will divide the development
in three different layers: the plug-in framewotke tmiddleware layer and the network layer.

Whereas numerous network layer protocols can badan the literature [1], not as many
overlay multicast protocols have been considenedhé¢ following section we will introduce
some of the most important application level malsicapproaches.

2.1.1. PLUG-IN FRAMEWORK REQUIREMENTS

The plug-in framework must benefit from middlewaservices in order to build final
applications in a rapid and simple manner. The qufyjamework represents the main point
of interaction between the user and our systenajlsgraphical user interface features, as well
as the final applications will accessible from tremework.

Applications launched in the framework must be @satated and should be easy to develop,
deploy and run. These applications will be devetbas plug-ins so the framework will be in
charge of the following functionalities:

= |nstalling new plug-ins in run-time.
= Retrieving plug-ins from other hosts in the network
= Controlling plug-in lifecycle: Start and stop plirs.

= Simple packaging for plug-ins, allowing informatiamd resources to be attached to
the plug-in in a single file.

= As an additional feature, allowing plug-in startrum-time after downloading from
other host.

2.1.2. MIDDLEWARE REQUIREMENTS

The middleware, which is the core of the whole egstneeds a rich variety of functions in
order to allow easy development of collaborativplaations:

= Group awareness: each node will be identified amember inside a group. All
actions, such as communication, will be perfornreside the scope of a group.

= Membership: a list of current members connectedh® group is necessary for
middleware services and plug-ins to build more clemgervices and applications.
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= One-to-one communication: unicast communication altow direct messaging
between two members.

= Group communication: multicast communication tocowllsending messages to all
group members.

= Publish/Subscribe channels: asynchronous messagésisder a certain topic must
be available for applications.

= Naming services: name resolution, service and resatdiscovery are really necessary
for building distributed applications.

2.1.3. NETWORK REQUIREMENTS

The network layer is the bottom-most layer and drictv all upper layers rely. Building
efficient primitives on this layer is fundamental fshowing good performance on the rest of
layers. The network components should provide twiffergnt but both important
characteristics. One the one hand, it is clear thay must offer basic communication
primitives to the middleware layer, and at the samee should minimize the impact of
message routing in the multihop network. Since nmstticast protocols are bound to a
specific operative system due to creation of ctagef communication, it would be
interesting to remove this constraint by using apliaation level multicast for multicast
delivery.

To summarize, we believe these are the main néi@ssgi this layer:
= Remove the constraint of using a network-bound icast protocol.

= Enable efficient application multicast delivery bgnsidering the specific needs of a
collaborative scenario.

= Offer basic communication primitives to middlewaezvices.
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2.2. STATE OF THE ART

Previous to the design phase, we have studiedxibgrg different proposals in the literature.
On the one hand, we have evaluated different midalle proposals in order to use a substrate
which all the services can be built on. On the othand, several application multicast
protocols have been examined in order to maximeopmance on message delivery. Since
application level multicast relies on an underlyinrgcast protocol, we will explain briefly the
possible candidates for performing unicast routiigwever, we will not make a further study
in available plug-in frameworks, since the framekvgtands as a proof-of-concept of the
middleware. Furthermore, we aim to develop someciéip characteristics which may
difficultly fit into existing approaches.

2.2.1. MIDDLEWARE APPROACHES

In first place, evaluated middleware must offerviems in different areas, such as group
management or basic communication which will previde foundations to build higher layer
functionalities for plug-ins and plug-in managemeB#sides, due to MANET characteristics,
mobile and multi-hop scenario must be supportedoAscalability and small traffic overhead
are key features that must be included to providesfficient communication platform. In
terms of software maturity, stable and widely tdsteplementations have to be considered,
as well as the portability of the solutions (emplementations not tied to a specific routing
protocol or platform).

It is difficult to establish an obvious taxonomy @failable middleware solutions due to the
tightly coupling of middleware with specific appdiions. However, the following
classification is proposed based on the programmindel. Hereafter we will review several
middleware approaches for MANETs that share comnieatures and tackle similar
challenges than our proposal. Following the memitibaolassification, the reviewed solutions
could be classified as Peer to Peer Based MiddwivobiPeer, Peer2Me) and Event Based
and Message Oriented Middleware (STEAM, EMMA, AGAPEvent Based Middleware is
used to support distributed applications that meatt to changes in the environment, which
is very suitable for MANETs because of their lack iofrastructure. Likewise, Message
Oriented Middleware provides asynchronous commtuioica paradigms like
publish/subscribe which are particularly adequatepkrvasive environments.

One of these approaches is STEAM [2], an eventébatddleware that eliminates dedicated
event servers and instead uses the implicit pulsligdscribe model. Consumers subscribe to
certain event types and publishers are able toigiulplarticular events. Moreover, STEAM
allows different filters to be applied to the puhied events. Content filters are used to define
complex subscriptions at the subscriber’'s sideewbike, proximity filters can be defined in
the publisher’s side in order to restrict the prggiéon of such events.

10
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In EMMA [3], a well known standard from traditiondistributed systems is adapted to cope
with MANET requirements. EMMA is an implementatiohthe Java Message Service (JMS)
that incorporates an epidemic routing mechanismfaailitate message delivery. This
middleware provides point-to-point communicatiorvad| as publish-subscribe mechanisms.
However, it must be taken into account that thel@mic routing protocol does not guarantee
the reliability in message delivery.

AGAPE [4] is presented as Another Message Oriemiéddleware specially designed for
MANETSs. This collaborative middleware provides goomembership and message-oriented
communication in pervasive environments. It alstersf context information of co-located
group members, such as their attributes and claistits. AGAPE organizes members in
locality based clusters and considers two differefés depending on the device features: the
cluster head and the managed entities. Low-resaleeies like mobile phones or PDAs act
as managed entities and rely on a more powerfuicdelike a laptop, which would act as
cluster head. Whereas this static role differeimiatould be useful for team operations like
emergency scenarios, we believe that is not speaaited for scenarios where collaboration
between members is highly decentralized.

The next two reviewed solutions belong to the categf Peer to Peer Based Middleware.
This kind of middleware utilizes a P2P communicatimodel that involves resource and
information sharing in order to perform a commomktaP2P architectures share many
similarities with MANET environments [5]: decentizdtion, dynamicity, and self-adjusting
behavior. Hence, an association of both systerbglisved to benefit the global operation of
a collaborative application. However, most P2P eayst were designed for wired and fixed
infrastructures so adaptations are needed to uB2Paarchitecture in a infrastructure-less
environment. Among the attempts to adapt P2P systenmobile ad hoc networks, we now
describe two middleware approaches that claim fier @n application framework: JMobiPeer
and Peer2ME. The first one, JMobiPeer [6], is a AXDmpatible framework designed for
J2ME CLDC environments. JXTA is the most mature P2&mework and provides
interoperability and platform independence, allogvinonnection between heterogeneous
devices. Hence, JMobiPeer benefits from these ctexiatics and introduces new features
like a routing layer, emulation of multicast furoniality to adapt JXTA to mobile
environments, and the concept of code mobility. &ftheless, JXTA based applications may
introduce high communication overhead because fttlgitacture does not take into account
locality of nodes and relies on the exchange of Xfikssages.

11
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Figure 1 JMobiPeer Architecture

Finally, Peer2Me [7] is an application framework foobile peer-to-peer applications which

facilitates the development of this kind of applicas and offers node discovery and
messaging services. Several collaborative appticatiare provided together with the

framework. It must be noted that Peer2Me is deslgoébe deployed on mobile phones under
minimal J2ME configuration using Bluetooth devicéfhese last two frameworks only

consider hand-held devices and therefore are ntabde for laptops or notebooks, where
more complex applications could be deployed.

After evaluating these approaches, we can condhle to our knowledge, currently there is
not an integrated solution which provides suchcha get of functionalities, together with the
possibility of developing applications for the MANEenvironment in a fast and simple
manner. Furthermore, it seems not easy to adapohiftye previous approaches in order to
offer all the needed services to the upper layecaBse of this, next section will focus on
evaluating a toolkit for building collaborative digations.

2.2.1.1.COMMUNICATION TOOLKIT: JGROUPS

JGroups is a reliable group communication toollaséd on IP multicast but extended with
reliability and group membership. JGroups providef(exible protocol stack architecture in
order to suit each application with its specificeds. It can be used to create groups of
processes whose members can send messages totleachGCsoup members can be spread
across LANs or WANSs. JGroups supports group creagiod deletion, joining or leaving of
groups, membership detection and notification, ceia and removal of crashed members.
Group members can send member-to-group messagasnalber-to-member messages.

The key characteristic of JGroups is that the bditg of multicast communication is a
deployment issue, and does not have to be implexddny the developer of the application.
The protocol stack can be extended with protochkt thandle transport, fragmentation,
failure detection, lost messages retransmissioderorg, membership and encryption. It is
also possible to write and add a new protocol. #idgl protocol stack could be the following:

12
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Figure 2 JGroups Protocol Stacks

All messages sent and received have to pass titbegprotocol stack. The protocols used in

the example above are the following:

UDP: IP multicast and unicast transport based o UD

PING: Retrieves the initial membership multicastmgg requests.

FD: Failure detection based on heartbeat messages.

VERIFY_SUSPECT: Verifies that a suspected membegadly dead.
pbcast.STABLE: distributed message garbage cotlacti

pbcast. NAKACK: Adds loss-less transmission and vseauat duplicates in multicast.
UNICAST: Loss-less and FIFO delivery in unicast.

FRAG: Fragments large messages into smaller packdassembles fragmented
packets into bigger ones.

pbcast.GMS: Takes care of joining new members, lrendeave requests and
SUSPECT messages.

JGroups also provides high-level abstractions,edabuilding blocks, such as a Replicated

Hash Table (to create several instances of the ddasihtable in all group members), a

Message Dispatcher (to provide synchronous commtinit) or an RPC Dispatcher (to

invoke remote methods in all group members).

Although JGroups is not designed for high churme matworks, it could work effectively in

medium-size MANETS to provide a reliable commurimatchannel.

13
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JGroups-ME and JGroups CDC are two ports of JGrdapghe J2ME architecture, the
former for the CLDC (Connected Limited Device Cagpifiation) / MIDP2 (Mobile
Information Device Profile) and the latter for t6®C 1.0 (Connected Device configuration) /
PP 1.0 (Personal Profile).

2.2.2. MULTIHOP NETWORKING

In this section we will review most important amaliion layer multicast and analyze its main
features. Since OMCAST is inspired by PAST-DM, wil wxplain this protocol in greater
detail. However, in first place we will review skigrthe two main unicast routing protocols
for MANETSs.

2.2.2.1 MULTIHOP UNICASTROUTING

DYMO (Dynamic MANET On-Demand) is a reactive unicgsotocol, successor of the
popular AODV (Ad-Hoc On-Demand Distance Vector) aféres many of its functionalities.
Routes are created on-demand by sending requestresmbnse control packets. In
consequence, no global topology information is labde. On the other hand, this means that
when nodes stop sending messages, there is noeakttaffic in the network. DYMO seems
more suitable for sparse communications, with niybidut may not work as well in case of
congestion.

OLSR is a proactive unicast protocol, so it maimsarouting table information up to date
continuously. Topology information is exchanged eans of controlled flooding of
topology messages. Hello messages provide infoomabout the two-hop neighborhood in a
way that each node selects a neighbor as MPR (MRoitit Relay). These MPRs are in charge
of sending topology messages to the entire netwerkorming controlled flooding. With the
topology information, each node can build the nogittable in order to be able to send
messages to the other nodes. OLSR performs wedhmall-medium sized networks where
node density is relatively high. The knowledge bé ttopology, together with its good
performance with dense communication patterns tUWhsSR in a good candidate for
performing group communication in MANETs. As OLSRPdds the link state database
unreliably, it may cause transient loops if theklgtate database becomes inconsistent due to
packet loss.

2.2.2.2 APPLICATION LEVEL MULTICAST

AMRoute [8] was the first overlay multicast protbgmoposed for MANETSs. This protocol
creates a shared tree for data distribution usilg group members as nodes. The shared tree

14
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is built, from a virtual mesh, with unicast tunndlszat allow connection between group
members. One of the main disadvantages of AMRatheé static behavior of the virtual
mesh, since no changes are made in the structue ibhas been built. AMRoute does not
handle network dynamics and leaves all respongibfbr the underlying unicast routing
protocol.

ALMA [9] (Application Layer Multicast Algorithm) ozates a tree of logical links between the
group members. The aim of this protocol is to redtite cost of each link in the tree by

reconfiguring the tree under mobility and congestmituations. When a node joins the

network it must select a node as a parent, so bedome part of the tree. If tree performance
drops below a defined threshold, the node mustnfegare the tree by switching the parent or
freeing children. This mechanism leads to a compé®mp avoiding and detection system,

since synchronous switching can occur. ALMA alsosiders the existence of a rendezvous
host for obtaining the structure of the logicaletras well as neighbor information in the

bootstrapping process.

AOMP [10] (Ad-hoc Overlay Multicast Protocol) is application-layer multicast that relies
on reactive routing protocols to construct a dejiveee in a dynamic and decentralized way.
This protocol proposes two stages: a first one toainects new nodes to the overlay and a
second one that performs the tree constructionnaaititenance. AOMP takes advantage of
the unicast routing protocol, and thus avoids rautoverhead and improves scalability.
However, this protocol is limited to use reactivtpcols like AODV or DSR and only
considers a single source node for the multicasdise.

NICE-MAN [11] presents several improvements from #xisting internet NICE protocol by
exploiting the broadcast capability of the medium reduce network traffic. The basic
improvement is the maintenance of a reduced ovddayed just by cluster leaders whereas
the rest of members are located one-hop away frtol@ast one cluster leader. Thus, a node
may send a message to various nodes simultanebydignefiting from the broadcast nature
of the medium. However, there are several drawblk&she continuous selection of cluster
leaders. Furthermore, non-overlay nodes are loosehnected since they do not send any
control messages. This may imply high message &s90des need to recover from the loss
of connectivity. In consequence, membership infaromais not available either.

PAST-DM [12]iError! No se encuentra el origen de la referencia. (Progressively Adaptive
Subtree in Dynamic Mesh) is an overlay multicasitpecol based on the construction of a
dynamic virtual mesh. The mesh is maintained dyoaltyi through the exchange of link state
packets, thus adapting to network topology changieese packets provide link state table
information, that is, a partial view of the netwoAdl nodes need to start the multicast session
simultaneously, and afterwards initiate the boafgting process by sending TTL-bounded
broadcast messages. With the topology informatidraeted from the mesh, nodes compute a

15
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source-based Steiner tree to deliver informationaiomembers in the multicast group.
Logical and physical hop distances are used asidtiesrto compute the Steiner tree. The
source node takes its logical (virtual) neighba<children in the tree. The rest of the nodes
are packed into subgroups, which form a subtreeravtige root of this tree is one of the
logical neighbors. Thus, each child of the sounae tis responsible for delivering the
multicast message to all nodes in the subtree. plusess is repeated through every node
until the subtree becomes empty. The decision okegtadelivery path is computed at each
receiver, so path selection is performed alwayshwifie most up-to-date information.
Although this is an efficient way of delivering dasome packets may be lost if nodes change
location, once the source node has computed itegmonding subtree.

The last protocol we will review is OMCAST [13]. iBhprotocol, inspired in PAST-DM,
presents a more flexible bootstrap procedure whltdws hosts to join the multicast session
at any time. OMCAST is specifically targeted fotlaborative scenarios. It benefits from the
broadcast nature of the wireless medium in ordenitumize network delay and congestion.
It also provides decentralized membership infororativhich may become really useful for
upper layers. This protocol has been developed dtdddrV together with the collaboration of
Gerard Paris.
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2.3. CONCLUSION

After analyzing both middleware and application timalst proposals, we have considered
using JGroups as the substrate which all the midatie will be built on. On the one hand,
JGroups seems to offer enough flexibility to praviall the required services in a fast and
straightforward manner. The use of the communicatbannel allows reliable unicast and
multicast delivery. The protocol stack also offetfse opportunity to add additional

functionality such as group membership or mergeneiwdormation.

On the other hand, OMCAST stands as the best eaqlutb provide multicast at the
application level. OMCAST presents the most remilikdunctionalities presented by PAST-
DM and at the same time benefits from the broaddadivery, hence reducing network
traffic.
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3. Architecture and Design

In this section, we will depict the main structufethe whole system. We will also show the
overall architecture in terms of a first division llayers and modules, which may make a
clearer distinction between the different relatinips between all the functionalities. After

that, each module is explained and detailed bothrims of functionalities and design.
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3.1. OVERALL DESIGN

AGORA architecture can be defined in three main ponents. From bottom to up, the
network layer, the middleware layer and the plugrmework layer.

In first place, placed in the network layer, th@laation level multicast protocol is in charge
of routing all multicast messages through the netw@onsidering topology and benefiting
from broadcast nature of the medium, this prot@tlmws efficient packet delivery for group
communication

PLUG-IN FRAMEWORK
DESKTOP

PLUG-INS

PLUG-IN MANAGER

COMMUNICATION SERVICES
GROUP

I/NAMING r P/S MANAGEMENT
SERVICES

COMM. CHANNEL

MULTICAST PROTOCOL |

UNICAST PROTOCOL

Figure 3 Agora architecture

Secondly, the collaboration middleware providededént communication mechanisms as
well as group management primitives. Membershiporimition, named communication
channels and different communication paradigmsaaedélable for plug-ins. Finally, the plug-
in framework allows fast development of applicatioas plug-ins. These plug-ins can be
packaged, exchanged between peers and even biéehsta runtime. This is achieved thanks
to the plug-in manager, which also verifies intggand controls plug-in lifecycle.
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3.2. NETWORK LAYER

The network layer is the bottom-most layer and fles communication between all
participants. Two basic primitives are availablaicast and multicast delivery. The network
layer also provides mechanisms to solve problemadksof ordering and unreliability of the
delivery.

3.2.1. FUNCTIONAL DESCRIPTION

The network layer provides message delivery whidhbg used by communication channels.
There are three well defined functionalities tofpan communication through the network:

« Send a message to a single member of the group
¢ Send a message to all the members of the group
* Receive a message

Upon these basic functionalities, middleware seawicwill build more complex
communication paradigms, as naming and publish¢siliesservices.

Besides, since this project is designed for collabon scenarios, routing mechanisms must
also consider its specific requirements and magbititodel. As it has been stated in the
requirements, group communication is the key follabmrative scenarios. By using an
application level multicast (ALM), we ease the dgphent of the whole application, so the
user does not need to install a network layer wasti protocol. OMCAST, the chosen ALM
protocol, specifically offers two main advantages:

» Broadcasting of data packets to 1-hop neighboredace communication overhead.
« Decentralized membership information availabletigher level layers.

OMCAST reduces global traffic thanks to the locabdxicast delivery technique. The main
idea of this process is to send just once as adbesha message if there are enough neighbors
located at one physical hop willing to receive thessage. However, as almost all application
multicast approaches, OMCAST does not guarantembiel message delivery neither
message ordering. Because of this, we need mechsirtis provide these two necessary
functionalities.

Ordering and reliability

The network layer provides means to send unicast mnlticast messages through the
network. Since the use of TCP connections is disaed, we have focused on ways of
bringing ordering and reliability to the UDP protbcThese two features will be needed for
collaboration at the middleware layer.
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In order to provide reliability and ordering inr@ansparent and easy way, we took the toolkit
JGroups as the foundation of our network layer enpntation. In this project we have used
the reliability and ordering protocols provided b§roups. Since we are not using network
layer multicast, we had to replace it by OMCAST/ application layer multicast, as it is
depicted in Figure 4.

UNICAST UNICAST
NACKACK NACKACK
UDP OMCAST
Ucast/Mcast
UDP ucast
[ | [ 1
NETWORK

Figure 4 Protocol Stack Change

UNICAST protocol is in charge of FIFO ordering aradiability for unicast packets whereas
NACKACK behaves in a similar way for multicast pat&k UDP allows sending unicast and
multicast messages in the original JGroups stractds previously mentioned, in AGORA
multicast packets are sent via OMCAST. In this wag,ensure that all application messages
will be delivered to the receivers. Furthermorenfagurations parameters such as number of
retransmission, retransmission timeout and other le& easily configured and adapted to
obtain a more appropriate behavior.

3.2.2. ARCHITECTURE

The structure is basically the one defined in thevipus section. In first place, a unicast
routing protocol is in charge of performing netwadmmunication. In our case, DYMO will
be at the operative system level, so the packetsas®l received by any application will be
routed by DYMO. It must be remarked that by placingMO at the operative system level,
we achieve transparency from the underlying unigastocol. This could be useful if, for
example we would like to operate in an ad-hoc nétwno multi-hop). By removing DYMO
we could simply use AGORA in the same way as it waed before, with no need of
changing the framework.

Protocol Stack architecture

Once the messages gets to the AGORA framework@neups protocol stack processes the
messages, so they pass through each protocol istabk. In Figure 5 JGroups Structure and
Protocol Stack we can see the structure of JGrotUips: protocol stack offers different
functionalities and allows the channel to send mgss with specific properties: order, no
duplicates, etc. Building blocks and applicationditton top can benefit from the modularity
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and flexibility of the protocol stack. A typical ofiguration of the stack would process the
messages in the following manner:

1. UDP: the reception/sender protocol. Both unicast mmlticast sockets are placed in
here. In our case, we will only use the unicastketgcsince multicast (ALM in this
case) will use also the unicast socket.

2. UNICAST: unicast source-based ordering and relighilAll messages unicast
contain a header with a sequence number that perraik for retransmission on lost
messages. By placing this protocol just below OMCA8 achieves that unicast
messages sent by the protocol will also benefihfosdering and reliability.

Application

Building
Blocks

Channel
[
GMS
UNICAST
NACKACK
FD
ubpP

| |
Network

Figure 5 JGroups Structure and Protocol Stack

3. OMCAST: multicast sender/receiver. As a multicashder, it receives multicast
messages from the application and splits them wersé¢ unicast messages by
constructing first a source-based tree. As a recgiit collects one of this unicast
messages and process them so the application leesgmessages as regular
multicast messages.

4. MERGE: group merge. Merge is used after groups Isplie (they are far from each
other and there is no connectivity between thent) ey gain connectivity again.
Coordinator election for GMS is performed and therge procedure is notified
through events to the applications.
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5. NAKACK: multicast reliability based on GMS. Insteafl using an ACK approach it
uses the group view and asks for packets which hetebeen received (using
negative acknowledgement).

6. GMS: provides a view of all the members currentinreected to the group.

7. STATE_TRANSFER: when a new member enters a grduprovides a mechanism
for asking for initial information to one of the méers of the group.
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3.3. MIDDLEWARE LAYER

The middleware layer includes communication andugromanagement services. On the one
hand, communication services offer the Naming Servthe Publish/Subscribe Service and
the Communication Channel. These three paradigmsige the application with three
different ways of communication. On the other hapup Management Services offer
information about the group membership togetheh witents which are fired when members
join and leave the current group. Since we havédeecto implement this platform under the
Java technology, we have considered Java standelnds implementing some of these
services. Particularly, the Naming Service impletagan is based on JNDI (Java Naming
and Directory Interface) and the Publish/Subscebevice follows the JMS (Java Message
Service) specification. Although the implementasoonly consider a subset of these
interfaces, the use of standard APIs facilitates development and maintenance of upper-
layer services and applications.

3.3.1. FUNCTIONAL DESCRIPTION

Communication Channel

This module benefits directly from the primitivesopided by the network layer. Furthermore
messages have ordering reliability guaranteed dydtocols added to the JGroups protocol
stack. These messages can be sent to a specifibenemto all members of the group. The
user of a communication channel can receive messhgenvoking blocking calls or by
managing message events that are fired whenevessage is received.

It is also possible to use a communication chawitil a specific identifier that restricts the
communication between channels with the same ffientised by different peers. These
special channels are called Named Communicationn@ia. Messages that contain
identifiers are filtered on reception and are daked to the applications or services that have
registered a listener with the specified identifier

Provided functions:
* Create a default communication channel: a charsneieated with a predefined name.
¢ Create a named communication channel: a changetéded with a specific name.
¢ Send a message: a message is delivered to a mieghber.
* Send a message to the group: a message is delteeadidhe members of the group.
* Asynchronous receive: an event is fired when a agsss received.

e Synchronous receive: blocking call. The applicatiblocks until a message is
received.
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Naming Services

Each created group maintains a decentralized NarSiexyice which binds names with
resources and locations. These resources can bkirahyf information sources, registered
plug-ins, or other available objects and servidé® Naming Service is based on a Replicated
Hashtable, i.e. a replicated structure provided ®youps which replicate each entry of a hash
table to all members of the group. The naming sendontents are replicated among all
members of the group; therefore these contentaw@matically available to all members of
the same group whenever they are generated. Forgason, the naming service is intended
to store just lightweight information in order tecéd generation of excessive traffic.

The Naming Service provides an implementation sfibset of the JNDI specification which
offers the following functionalities over a flatmaspace:

e Bind a name to an object.

¢ Bind a name to an object, overwriting any existimgding.
* Unbind a specific object.

¢ Retrieve the named object.

* Enumerate the names bound in the named contextg alath the objects bound to
them.

When a new name is added, removed or the boundtobpmtents are changed, the Naming
Service fires a NamingEvent. This event can be leahdy upper layer services or
applications using dedicated JNDI listeners.

Moreover, when a new user joins the group, theeairistate of the Naming Service is
automatically retrieved. The new user obtains #maesview of the naming information that is
shared by all the peers of the same group. In iadditvhen two groups merge back, a new
view of the naming service is generated and is tseall peers. This process does not need the
intervention of the user because is automaticallyedwhenever a peer joins an existing group
or two groups merge back.

Publish/Subscribe Services

In every group, different publish/subscribe chaanate available. In this way, users can
create topics and then assign subscriptions to .tifembscriptions are needed to receive
messages published under a certain topic. To be tbretrieve messages after network
disconnection, durable subscriptions are also albksl

The publish/subscribe mechanism uses the multicagability of the JChannel to send a
message to all members of a group. If a peer ignmetested in receiving messages from a

25



AGORA: an integrated approach for collaboratioMANETs Marcel Arrufat Arias

certain topic, messages will be automatically dided. Messages are not sent via the
communication channel since this channel is intdridebe used just by higher level services.

Durable subscriptions persist to network disconpectso that if a peer leaves the network
due to disconnection or mobility issues, messagddighed on that topic are delivered
automatically to the subscriber when rejoining treup. This can be achieved since all
members (with a durable subscription on a topi@pkall received messages for a certain
time. Then, lost messages or previously posted agesscan be recovered by asking and
retrieving them from one of the members of the grou

This publish/subscribe functions are implementea asibset of the JIMS specification. Only
the multicast model is implemented, which meang th& point-to-point model is not
available.

Provided functions:
e Create a topic: allows to send/receive messagestopic
« Publish a message under a topic: sends a multitessage to all group members.

e Create a subscription to a topic: allows a memlpereceive messages published
under a certain topic.

« Create a durable subscription to a topic: allowsnamber to receive messages
published under a certain topic and to keep thema fwertain period of time.

* Register a listener to process messages: definesrfessages will be processed when
they are received under a certain topic.

Group Management Services

Group management services support multiple grougation. Groups are essential for
collaboration, since all actions are performeddaghe scope of a group.

Groups are created by providing the group namettagnl, multicast address and port mapping
are provided from the underlying services. Each bemtan join several groups at the same
time and they will be notified about event genemnativhenever other groups are created or
deleted. Membership on each group is provided lzst af members that currently belong to
the group, together with notification about membein/departure events. Furthermore,
reconciliation after network merge will be availabfor services such as naming and
publish/subscribe.

Provided functions:
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» Get group members: returns a list with all the merabn the current group.

* Add listener for membership changes: allows registea listener into a group that
notifies changes whenever a members joins or ledresgroup. These listener
methods will be invoked when a Join/Leave eveprdxuced.

« Remove a listener for membership changes: remoeeobithe previously registered
listeners.

e Add listener for group membership changes: alloggistering a listener that notifies
changes whenever a group is created or deletedseThstener methods will be
invoked when aroupCreated or groupDeleted event is produced.

3.3.2. ARCHITECTURE

In the following section, we depict the differenbdules comprised in the middleware layer.
Since this is the more complex layer, class andeece diagrams are provided together with
a brief explanation of each process performed byntiddleware modules.

Communication Channel
Communication Channel static view

The Communication Channel provides basic commuioicgbrimitives to send and receive
messages and can be used by applications or ugper-kervices. It benefits from the
underlying JChannel to send both unicast and nadtienessages in a reliable and ordered
manner. CommunicationChannel do not use JGroupstituns directly but an adapter
component (CommunicationAdapter). This componeaptlall communication functions to
the JGroups APl and may be modified if the undadytomponents are changed.

Communication Services dynamic view

The basic behavior of the Communication Channall@picted in the following sequence
diagram (Figure 6). The user (applications or ugpger services) wants to create a
communication channel and sends a request to thap3dr). The application can specify a
name for the channel, thus allowing multiplexedrotels over the same group. The Group
class is in charge of creating new communicaticenclels (2) and returns the new channel to
the application (3). Then, the application can stgiits own listeners to the channel (4), in
order to receive messages sent to the channelivikdomessages addressed to a channel that
has been registered in the CommunicationChannel aatematically delivered to the
registered listener.
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Figure 6 Communication Channel Sequence Diagram

The application can also use the communication mdlaio send messages to all the members
of the group (5) or to a specific member. The ComitationChannel accesses the
CommunicationAdapter (6) to forward the messag@eoNetwork Abstraction Layer.

CommunicationChannel also provides a function tabém synchronous receiving. When this
receiving method is enabled, messages addresstn tchannel are delivered to registered
listeners and can also be obtained by invokingogkihg receive function. The time to wait
for a message is configurable and if no messagereceived in this time, the
CommunicationChannel raises a TimeoutException.

Naming Services
Naming Services static view

The naming service architecture is based on thea Jdaming and Directory (JNDI)
specification, which is a standard Java interfacéuild naming and directory services. By
using a well-known standard, we provide an easys®-module to the upper layers of the
architecture. The main component of a JNDI impletagéon is the Context, an interface
which provides access to a set of resources baumdmes. All the registered resources are
stored in a data structure provided by JGroupsdaReplicatedHashtable. Context maps all
modifications of the naming space to the Repliddashtable, which is also responsible for
communicating the modifications to all the membefrdshe group. The ReplicatedHashtable
is, basically, a transparent replicated structmerag all the members of the group.

Moreover, JNDI provides standard events (NamingBvea notify applications of the
changes that take place in the Context: name additiame deletion and changes in the
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bound resources. Applications have to implementamidgListener in order to receive such
events.

Each Naming Service, as well as other middlewareiess, is attached to a specific group.
Therefore, the group component must provide a fandb obtain its associated Context. This
function returns a factory (FlatinitCtxFactory) tl@lows the creation of an initial context for
the current group.

Hofification Context
l?‘ FlatHames
|
|
|
ReplicatedH ashtable FlatCtx @ FlatBindings
T
LA
] ]
: : 1 GroupHandl e
Underlying replication system i groupHandid
to store naming information ! i
i
| |
]
! 1 Provides access to group-related
1 FlatinitCtxFa ctory senvices and information
Context is the main class of the
Maming Semvice in JNDI,
|
|
Allows the creation of a flat InitialContextF actory
cortext far each group oo

Figure 7 Naming Services Class Diagram

As it is depicted in the Figure 7, the Naming Sesvprovides event notification when a
registered entry changes or a new entry is added.Jontext implementation consists in a
flat context without name hierarchies (FlatCtx) eTirmming information is replicated among
the peers of the group, i.e. all the peers haveséime updated information. The underlying
mechanism to ensure this replication is the Remiidashtable, which is in charge of
notifying naming changes invoking the methods prtedi by the Notification interface.

The InitialContextFactory class provides methodscteate the Naming Service for each
group of peers. This Naming Service can accessdapgrelated services and information
through the GroupHandle component, e.g. to regigtmers that allow receiving messages
addressed to the NamingService.
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Naming services dynamic view

sd Naming Service )

Application ctx: Maming Service hindings : Replicated Hashtable Communication Adapter

1: bing{name resource) 2 put{nam e resource) 3 sendGroup(Message)

A put multicast
. 5 4 message is sent to all
£ g members of the group
.

|
|
|
|

8: entrySet{new_value key old_valus) A put message is received

9; objectAdded(NamingE vent) L(]

10: lookup{name)

————1

F———1

———1

11: get(name)
{= Querys over the
13 answer 12 answer MNaming Service are
e ————————————— E——————————————— locally solved

———
==

Figure 8 Naming Services Sequence Diagram

Figure 8 shows the Naming Services sequence diagéimen an application or an upper
layer service that use the naming service wantsegiister a resource, it invokes the bind
method on the naming service (1). As the namingiselis based on a replicated hashtable, a
put operation (2) must be invoked on the replicatath structure, which, in turn sendput
message to all the group members (3).

When aput message is received, the replicated hash tabdévescthe corresponding event (7)
and updates its data structure with the new inftionalt is worth remarking that any peer
could be the source of the received multicast nggssacluding the same peer that receives
the message. Once the Naming Service receivesotihesponding notification event, it is in
charge of creating and dispatching a new detail@hte(8). This NamingEvent may include
the new name and its old and new bound objechey tare available. Applications that have
shown its interest in a certain type of Naming 8rehanges will receive this event.

Related operations like rebind and unbind presensimilar behavior, spreading the
modifications to all members of the group using tisakt messages. On the other hand, the
diagram shows the behavior of the lookup operatibms operation returns the resource
bound to a certain name. When the Naming Serviceives this type of query, it performs a
get operation on the ReplicatedHashtable, whichirnst the answer if available. So, all
queries over the Naming Service are locally soled do not initiate a network operation.
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Publish/Subscribe Services

Publish/Subscribe Services static view
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Figure 9 Publish/Subscribe Services Class Diagram

The Publish/Subscribe service benefits from the JiMi8rface to provide a topic-based
publish/subscribe mechanism. Since JMS is not fuihgegrated with JNDI, the
TopicConnectionFactory is obtained from a groupemhthe TopicConnection and the
TopicSession can be obtained in order to creatscsiliers, publishers and topics.

On the one hand, all messages are sent througipia Via a TopicPublisher. On the other
hand, in order to receive messages, two differeémtisk of subscribers can be bound to a
Topic. TopicSubscribers just receive the messadesaas DurableTopicSubscriber also keep
received messages. Thus, messages can be traddfesther peers in case they need to ask
for previous messages when they rejoin the grobp. topic abstraction is represented by the
Topic class. This TopicListenerManager is in chaof&eeping all registered listeners from
durable and non-durable subscriptions. Thereftiie,mhanager maintains a list of all existing
topics and notifies the subscribers when a new agesis published on a specific topic.

Publish/Subscribe Services dynamic view

There are three basic operations performed in mmglule. The first two operations are
referred to basic communication functionalitieshie publish/subscribe service.
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Figure 10 Publish/Subscribe Services sequence diagram: publish

When a publisher wants to be created, the applicattquests the TopicSession for a new
publisher (1 and 2). When the topic is bound to plublisher, messages can be sent by
invoking publish (3) on the selected publisher. Theessage is forwarded to the
communication adapter, which sends a multicast ages$4), with the topic identifier, to all
members of the group.
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Figure 11 Publish/Subscribe Services sequence diagram: subscription
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On the other hand, messages sent by TopicPublisinerseceived just for TopicSubscribers.

Similarly to the previous case, the applicationuesis the TopicSession for Topic (1) and

TopicSubscriber (2) creation. Then, the subscriegisters a listener in the given Topic

(3,4), so it is able to receive messages. Howewessages are not delivered yet to application
until a message listener is bound to the subsc(B)efMherefore, when a message is received
(9), the TopicListener forwards the message tdittener registered in the TopicSubscriber,

so the MessagelListener is invoked (10).

Application TopicSession Durable TopicSubscriber PersistentSubscriptions TopicListener
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| |
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Figure 12 Publish/Subscribe Services sequence diagram: durable subscription

Moreover, DurableTopicSubscriber can be used toidavosing messages on network
disconnection. The behavior is similar to the T&uibscriber, except for the
PersistentSubscriptions class, that keeps all redeinessages in case they are necessary for
other members when they rejoin the group.

Group Management Services

Group management has been built taking the groagschs a foundation of the architecture.
Several groups can be created simultaneously, whilttbe managed by the GroupManager.
Then each group offers access to the underlyingicess: communication channel, naming
service, etc. Furthermore, the group handle endafgsuall structures needed for group
operation.

Group Management Services static view
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Figure 13 Group Management Services class diagram

As it is depicted in the above class diagram (FeglB), the Group Management Service is
handled by the GroupManager class. This class miagan updated list of all joined groups
by the local peer. The Group class is an abstmaatfca group of peers which includes basic
group functionalities such as FlatInitCtxFactoryséd to create the Naming service), the
CommunicationChannel (basic communication primgjvand the TopicConnectionFactory
(publish/subscribe services). It is worth notingtthall the middleware services are always tied
to a specific group of peers.

The GroupHandle class is an auxiliary class thahtaas specific information of the group
(GroupParameters) and gives access to the Comntiomdadapter, the class that provides
interaction with the network abstraction. Messagsseived through the publish/subscribe
system are handled by the TopicListenerManager.

Group Management Services dynamic view
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Figure 14 Group Management Services sequence diagram: event notification

Group management offers event generation whenewegrnaber joins or leaves the group. In

first place, when the underlying membership serdaffers a new view of the group (3), the

MembershipAdapter computes the events to be treghét, 5). Then, the event is forwarded

to the application, which previously registered anvberActionListener (1, 2).

.ﬂpp’licatiun

Group

1: getMembers()

Membership Adapter

2: getMembers])

The memhbership
adapter
computes group
membership
fromview svents

Figure 15 Group Management Services sequence diagram: obtain members

When information about group members wants to lbeexeed, the application (or another

service) asks the group (1) which forwards the yuerthe membership adapter (2). Finally,

the information is returned to the application.
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3.4. PLUG-IN FRAMEWORK

The plug-in framework is used as a proof of conadpthe two underlying layers, both the
network and middleware layer. This layer is comploskthree different modules which allow
the user to interact and use the middleware funatibes:

e The plug-in module represents the applicationsutber can interact with (so in fact,
many modules instances are present). Plug-ins lieentiddleware functions to
provide message-exchange, file sharing and marer strvices to the end-user.

* The plug-in manager is in charge of controlling @lag-in lifecycle. The manager
starts and stops the plug-ins when requested. Tdreager may download plug-ins
from other peers and also verifies the format efphug-ins to be correct.

e The plug-in framework desktop corresponds to treplical interface that allows the
user to start, download and use the plug-ins.

3.4.1. FUNCTIONAL DESCRIPTION

Plug-in module

Plug-ins are the final applications that benefionir the underlying services that the
middleware layer provides. Plug-ins must followpadfic interface in order to be loaded into
the system. Each implemented plug-in must confarnthe Plug-in Interface, which allows
the framework to:

¢ Obtain the Container of the plug-in, so it can leed into the framework desktop

e Start the plug-in and stop the plug-in. Initialipat and finalization methods must be
set here.

e Register a plug-in listener, so the plug-in managan invoke lifecycle methods
(start/stop). The inversion of control allows thamager to launch the plug-ins when
requested by the user.

» Set the Session instance. As it will be explainedehfter, it provides access to
middleware services.

Session is a well-known API that defines which &sys are available for plug-ins. Services
like the Communication Channel, Publish/Subscribé I[daming Services are available so the
plug-ins have access to a rich but restricted gutfskinctionalities. The methods in the API

provide the following functionalities.

¢ Create and destroy communication channels
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* Obtain the TopicConnectionFactory which gives asces the Publish/Subscribe
services (JMS)

* Obtain the Naming Context which gives access td\Nmming Services (JNDI)

¢ Obtain information about the current membersha, get all the members which are
currently connected to the group. It is also pdssib register listeners that notify
changes in the membership.

Then, in order to create a Plug-in it is only neseeg to follow the Plug-in interface, and the
all needed functionalities will be available frohetSession object.
Plug-in manager
The plug-in manager is in charge of all the tagiated to plug-in management:
e Launch the plug-ins that are currently installedhie framework.

* Perform plug-in file verification before launchinige plug-ins, correct file descriptor,
plug-in name, etc.

e Collect information about plug-ins that are shairedther peers. This information is
made visible through the plug-in framework desktapthe user can retrieve plug-ins
that are not installed yet from its machine.

Plug-in framework desktop

The plug-in framework desktop basically gives ascsthe functionalities provided by the
manager, in this case through the graphical usterfate. Besides, it provides other
functionalities:

e Launch plug-ins without having to restart the framek.
* Visualize several plug-ins at the same time.

e Show a list that allows launching a specific plag-i

3.4.2. ARCHITECTURE

Plug-in module
Plug-in module static view

In Figure 16 we can see in the typical architectifra plug-in, in this case, the Chat Plug-in.
The plug-in implements the Plugin interface, andhat same time provides a Session to the
Plugin, so it can access all the middleware fumctiities.
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Session ==|nterface==
session Plugin
ontentPane : Container
1 +sesson ; Session

session

|
|
|
|
|
ingtanceofT his |
|
|
|
|
|

ChatPlugin

Figure 16 Plug-in module class diagram
Plug-in packaged files

Plug-ins, once they are implemented, they mustawkaged in order to be installed into the
system. In this section will depict briefly how dug-in is packaged and what are the
requirements that an AGORA plug-in needs to meet.

In first place, all classes referenced by the piug-e. all “new” classes specifically created
for the plug-in to work) must be included into BefiThis file, usually a compressed file, must
be a jar file (must contain the jar extension ie filename) and also contain a plug-in
descriptor as the following:

<?xm version="1.0" encodi ng="1S0O 8859-1"?>
<Pl ugi n>
<Nane>urv. t est. pl ugi n. swi ng. anagr anpl ugi n. Anagr anPl ugi n</ Nane>
<Aut hor >URV</ Aut hor >
<Description>This plug-in allows the user to play the anagram
game</ Descri pti on>
<Ver si on>0. 1</ Ver si on>
<l con>i mages/ | etters. png</Icon>

</ Pl ugi n>

The “name” tag indicates the main class of the {tufthe one that implements the Plug-in
interface) to be launched. The “description” anérsion” tag will be shown in a small box
when a user wants to list the existing plug-inshi@ system. It is also possible to add an icon
that will be attached to the plug-in button in ttw®lbar, so that the plug-in is easier to
identify.

Plug-in manager

The PluginManager class uses the CustomClassLdadeder to load the necessary classes
from the plug-in. The PluginListener is invoked thye user when he wants the plug-in to be
stopped. This is important since the manager isottecontrolling the plug-in lifecycle, and
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is the only class which can start or stop the piugrhe plug-in manager has also access to
the plug-in framework desktop via a registeredeligr, so the manager may force user
messages to appear, or modify the desktop appeavamen the plug-in status has changed.

singletoninstance

1
CustomClassloader

classloacer

==|rterface==

. PluginListener
callbackListensr
<zInterfaces== PluginManager

PluginFrameworkListener 1 ‘fv}

Figure 17 Plug-in manager class diagram

Plug-in framework desktop

The PluginFramework class uses the PluginManagepettorm all needed operations on

plug-ins. Apart from this, the PluginFrameworkDigdoclass helps the framework in showing
and having feedback from the user (input and ougmétrations) and the PopeyeStyle class
defines the look and feel of the FrameworkDesktop

PluginFramework
PopeyeStyle Plugin FrameworkDialogs

pluginid anager
1

PluginManager

Figure 18 Plug-in Framework Desktop class diagram
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4. Development

The development of AGORA has been an iterative ggedn which different parts of the

framework have not been implemented concurrentlge Tdevelopment started on the
middleware layer, since it is the most importaryelaof the architecture. To test the correct
behavior of the middleware we used ad-hoc confijuma of the network layer to perform

communication on Ethernet networks. Once the tesiee successful we implemented the
plug-in framework desktop, and we left the impleta¢ion and the adaptation of the MANET

multihop protocols as the last stage of development

First stage of development

Initially, middleware services were the first to baplemented so they could be tested
exhaustively through all development process. Bgsitip management was available: group
creation, listing the members of a group withoutrgvnotification, etc. Both JMS and JNDI
implementations (publish/subscribe and naming) emtsd basic functionalities: topic
creation with non-durable subscriber and namingag® information (no search available).
JGroups protocol stack was configured to work indebet and ad-hoc networks (no multi-
hop).

Then, it followed the design and implementatiorspécific test for each middleware module
and network communication: CommunicationTest, JNBIT JMSTest, as well as multicast
tests to verify that multicast communication istged on the participant nodes

Second stage of development

After the middleware was tested thoroughly, theidgdug-in framework implementation
started. No remote plug-in download was availahlgough plug-ins were installed from the
local file system or downloaded from an URL. Again be seen in the figure a small port for
PDAs, more specifically for Java CDC 1.1, was dateplemented. Both laptops and PDAs
could communicate with the two first plug-ins: CHltig-in and Shared Photo-Album. The
implementation of the services from the middlewaser was almost finished. Design of the
multicast protocol for multi-hop network protocahged.

Last stage of development

All functionalities were available, remote plugdownload implemented and the rest of plug-
ins were also available. During this stage we dmsed the application level multicast
protocol, OMCAST, as a JGroups protocol, so now multicast was siggported under a

! This protocol has been developed together witta@eParis Aixala. For more information, pleaserédehe Annex section.
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multihop network. The whole application was testéth DYMO (in Linux) and OLSR (in
Windows).
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5. Evaluation

We have developed different standalone tests asawehultiple plug-ins in order to validate
the correct behavior of the middleware services thedplug-in framework. Apart from this,
the middleware layer has been used in the IST Ropegject as a basic services layer which
provides communication and group services to cdraesareness, security and core services
modules.

Plug-ins

Plug-ins are the applications that use middlewaretionalities. Hence, the set of developed
plug-ins are intended to demonstrate as well asvieduate the different capabilities of the
middleware. Here is the list of developed plug-ins:

e Chat plug-in:

ChatPlugin

Members Chat

192.168.2.103:45 [192.168.2.103:4594] has joined
marcel== hi everybodyl

| »

1]

Send:“

‘ Send H Clear |

Figure 19 Chat Plug-in

The Chat plug-in allows users to communicate byharging group messages or
direct messages. Users can send group messades fimain screen, similar to a chat
room, so all users will receive the message. Bybtualicking on the IP address of a
chat participant, a new window will appear to eeaptivate messaging between two
participants.

Tested services: Communication channel, multicast and unicastveeyi.
e Shared album plug-in:

Multicast plug-in permits sharing photos betweeffedént users. Users can browse
their local drive to search for photographs. Aftdroosing one, they just have to
assign a name to it. Then, information about the resource and the location of the
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resource are stored in the naming service. The-iplugets notified whenever new
objects (resources) are stored in the naming senBy clicking on the “Show”
button, users can download the shared photogragitetomachine.

Tested services. Communication channel, unicast delivery, namimgviees with
naming events.

SharedAlbumPlugin
Registered images -
water _liky

Register/Unregister

Photo name |water_|i|y |

Path ‘ H Browse |

‘ Register H Unregister ‘

Figure 20 Shared Album Plug-in

e Anagram plug-in

AnagramPlugin

Scores

Current Score: 4
Round Game

1-bone (M182168.2103)  1-1192.168.2.103 (4)

Current Game

|| check Longest Word; BEE
Letters: 3

Figure 21 Anagram Plug-in
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The anagram plug-in is a competitive game pluddsers must form words with the
given letters. There is a maximum of 30 second®tm the longest possible word.
The longest the word is, the more points the us#s.gThe word is spread via a
multicast message as well as the results of eagaidro

Tested services: Communication channel, multicast delivery.

e Multicast plug-in:

MulticastPlugin
Humber of multicast messages received from each peer:

Address | Counter
192.168.2.103:4595 A

Stop

Figure 22 Multicast Plug-in

Plug-in used for testing correct multicast messaiphivery. Most used when
developing the application level multicast protocdhe plug-in counts how many
multicast messages have been received from eadfcastisource.

Tested services: Communication channel, multicast delivery.
¢ News plug-in:

This  plug-ins  utilizes the  publish/subscribe  capaés of the
TopicConnectionFactory. Messages are publishedruadiefault topic, so that users
can leave and rejoin the group and they will reeeaill messages published during the
disconnection.
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NewsPlugin

Latest news:
Some breaking news!
on 08-rmay-2008 17:38:55 - by Marcel

Latest news:
More news!

on 08-rmay-2008 17:39:02 - by Marcel

|| sena |

Figure 23 News plug-in
Tested services: Publish subscribe services, multicast delivery.

e RTT plug-in:

RitPlugin :

Sending multiple unicast messages.

REG message received from 192 168 2.103:4595

Feplying with an AZK message..

WCK messadge received from 192 168.2. 1034595 RTT=14 ms f awg=15,00f global avg=15,00
Sending a multicast message..

REG message received from 192.168.2.103:4594

Replying with an ACK message. .

WCK message received from 192.168.2.103:4595 RTT=16 ms f awg=15,901 global avg=14,50

Message Size |1 ao

Send Multicast! || Send Multiple Unicast! |

Figure24 RTT Plug-in

This plug-in computes the mean round trip time (IR®fsending multicast messages
and receiving a response via unicast. It is alseside to establish the size of the

message and change multicast delivery for multiplieast in order to test multicast
performance.

Tested services: Communication channel, multicast delivery, uniciaivery.
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Standalone Tests

These tests perform individual checks of very dpeéinctionalities of AGORA. They have

been usually used in the early stages of developmen

1.

CommOrderSenderTest: sends a certain number ofagessto a specific group.
Messages are sent with a fixed delay, and theyldhioel received by a different
application which joins the same group and createsmmunication channel with the
same name.

CommOrderReceiverTest: the receiver application fibre previous sender
application.

CommunicationTest: creates a named communicatiamrad and sends group and
unicast messages to all members of the groupsdt ethecks membership in the local
group and in all the groups.

ContextEventsTest: adds NamespaceChangeListengectOhangelListener to the
context (naming service) and checks behavior wheents responding to these
actions are fired.

GroupTest: the local node joins several groups gruip membership as well as
global membership is checked.

JMSTest: gets the TopicConnectionFactory to teftlipl'subscribe functionalities.

Creates two different topics, two non-durable topigbscribers and one durable
subscriber. Different messages are sent in eadh tapile subscriptions are deleted
and created again.

JDNITest: another naming service test (JDNI). Défg objects are bound to the
naming service and then searches are performest@attern matching based search.

McastReceiverTest: simple test to verify multicast enabled on the network.
Receives multicast messages sent by McastSenderTest

McastSenderTest: sends multicast message that dshdad received by
McastReceiverTest if multicast is enabled on thevaek.
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6. Conclusion

To conclude, we can state that we have built aegnatted approach for developing and using
applications for collaboration in the MANET enviroant.

Collaboration environments highly rely on group eoumication, so most traffic will be
directed to a group, i.e., using multicast delivdBy using OMCAST, a new application level
multicast protocol, we reduce the overall netwaikffic by benefiting from the broadcast
nature of the medium.

Using the basic network primitives, we have builtndddleware with a rich set of
communication mechanisms and membership informatiamed communication channels,
publish/subscribe and naming services together membership information and events.

The development of the plug-in framework allowslding final applications in a rapid and
simple manner. These applications, named plugtitisze middleware services in order to
create collaborative applications for the MANET gamment.

With all these components, we believe that AGORAaigyood solution for developing
collaborative applications for MANETS in an easylatraightforward manner.
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8. Glossary

MANET Mobile Ad-hoc Network

Member A host which is currently that has joined a
group in the system

Node Machine, usually a laptop, taking part in a
mobile ad-hoc network.

ALM Application Level Multicast

DYMO DYnamic Multi-hop On-demand protocol

OLSR Optimized Linked State Routing
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